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“Our limited minds grasp the 

mysterious force that moves the 

constellations” 
Albert Einstein 



Danger also extends to physical 

documents 



Document protection has always 

been there through history 



Nowadays, the most 

protected documents are... 



...the banknotes 



For instance, Euro banknotes have 

the following types of 

protection... 



The Intaglio Printing is in the 

Euro banknotes 



There also is a 

watermark 



The security thread is embedded 

in the banknotes 



A representation of the banknote 

amount which is fully displayed 

when it is help up against light 



Holograms can be seen in the 

banknotes 



Moreover, the ink used in 

banknotes reacts in a different way 

to different types of light 



Although there is hidden security... 



… such as the EURion 

constellation 



Who created the pattern? 



Dr. Markus Kuhn 

Who discovered the 

pattern? 



And its name come from... 



Although it was first detected in the Euro 

banknotes, it can be found in other 

banknotes 



 Our experiment starts using the 

previous knowledge 



ToDo 

The origin was the failure in the 

banknote reproduction process  



It can be used to stop other frauds 



By recognising this pattern in the 

physical documents 



Hence, the EURion 

constellation can be used to 

protect our documents 



Checking the 
reproduction 

without 
constellations 

Checking the 
orientation 

Checking the 
number of 

constellations 

Checking colour of 
the constellations 

Checking the 
completeness of the 

constellations 

Checking the size of 
the constellations 



The pattern which avoids 

the reproduction... 



“Needs al least one 

constellation ” 

1 



“The constellation must 

be complete” 

2 



“The drawing colours are: 

green, orange and yellow 

with some irregularities” 

3 



“The orientation of 

the constellation is not 

taken into account” 

4 



“The measure of the 

constellation must 

be always the same” 

5 



The measure of the costellation is 

the following: 



From reverse engineering to 

reuse engineering 



The test achieved these 

results 



The test achieved these 

results 



The test achieved these 

results 



The test achieved these 

results 



The test achieved these 

results 



The test achieved these 

results 



The test achieved these 

results 



The test achieved these 

results 



The test achieved these 

results 



Note: 
 

 

Not all the hardware and software 

packages support this feature. Most of 

them will include it, in the 

foreseeable future. 



Following the winding road we can 

assure the physical documents will be 

protected 
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